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1 Introduction

Feast is a token launch protocol on BNB Chain, built on PancakeSwap 
Infinity. A creator mints a fixed-supply token and opens a 
concentrated-liquidity pool in one transaction, with the liquidity locked 
permanently. A hook takes 1% of every swap and splits it among the 
platform, the creator, a referrer, and a buy-and-burn. 

1.1 About Feast



1.2 Source Code

The following source code was reviewed during the audit:

https://github.com/alanmagpie/feast-contracts

CommitID: e5c0a77

And this is the final version representing all fixes implemented for the 
issues identified in the audit:

https://github.com/alanmagpie/feast-contracts

CommitID: 44f36b8a

1.3 Revision History

Version Date Description

v1.0 Oct 9, 2026 Initial Audit



2 Overall Assessment

This report has been compiled to identify issues and vulnerabilities within 
the Feast protocol. Throughout this audit, we identified a total of 8 issues 
spanning various severity levels. By employing auxiliary tool techniques to 
supplement our thorough manual code review, we have discovered the 
following findings.

Severity Count Acknowledged Won’t Do Addressed

Critical – – – –

High – – – –

Medium 4 – – 4

Low 4 2 – 2

Informational – – – –

Total 8 2 – 6



M-4

3 Vulnerability Summary

3.1 Overview
Click on an issue to jump to it, or scroll down to see them all.

L-1 Anti-bot Cap Bypass via Multiple Wallets

L-2 Silent TWAP Window Shortening in FeastOracle::consult()

Permanent Referrer Binding of an Unbound Bundler

M-3 START Display with Descent Curve Kept outside the Pricing Band in 
FeastPlatformSink

M-2 Permanent FEAST Lock in FeastLaunchWindow::settle()

M-1 Potential Sandwich Attack on FeastHook::claimAsBnb()

L-3 Potential Risks Associated with Centralization

L-4 Potential Emissions Capture through a Shallow Pool Pinned in FeastPricer



In web3 smart contract audits, vulnerabilities are typically classified into 
different severity levels based on the potential impact they can have on 
the security and functionality of the contract. Here are the definitions for 
critical-severity, high-severity, medium-severity, and low-severity 
vulnerabilities:

Severity Acknowledged

C-X (Critical)

A severe security flaw with immediate and significant negative 
consequences. It poses high risks, such as unauthorized access, financial 
losses, or complete disruption of functionality. Requires immediate 
attention and remediation.

H-X (High)

Significant security issues that can lead to substantial risks. Although not 
as severe as critical vulnerabilities, they can still result in unauthorized 
access, manipulation of contract state, or financial losses. Prompt 
remediation is necessary.

M-X (Medium)
Moderately impactful security weaknesses that require attention and re- 
mediation. They may lead to limited unauthorized access, minor financial 
losses, or potential disruptions to functionality.

L-X (Low)
Minor security issues with limited impact. While they may not pose 
significant risks, it is still recommended to address them to maintain a 
robust and secure smart contract.

I-X (Informational) Warnings and things to keep in mind when operating the protocol. No 
immediate action required.

U-X (Undetermined)
Identified security flaw requiring further investigation. Severity and impact 
need to be determined. Additional assessment and analysis are 
necessary.

3.2 Security Level Reference



TARGET CATEGORY IMPACT LIKELIHOOD STATUS

FeastHook.sol Time and State Medium Medium Addressed

3.3 Vulnerability Details

3.3.1 [M-1] Potential Sandwich Attack on FeastHook::claimAsBnb()

claimAsBnb() lets the beneficiary convert fees to wrappedNative along a self-chosen 
route, but there is no beneficiary-specified minOut — any actual output must be 
accepted. The only on-chain protections are: (1) a per-hop admission requiring spot to be 
within 300 ticks (≈3.045%) of TWAP; (2) a final route-level floor of 3%. An attacker can 
first push the spot price to the lower band edge on each hop pool, deflating the 
expectation itself, and then execute at the floor: worst case across three hops ≈ 11.35% 
slippage.

https://github.com/alanmagpie/feast-contracts/commit/75d720d1bb38c5ab768b6fe5a2ee87c108cf5469


Remediation Add a beneficiary-specified minOut to claimAsBnb(), pass it into convert(), 
and enforce it at the final check.



TARGET CATEGORY IMPACT LIKELIHOOD STATUS

FeastLaunchWindow.sol Business Logic High Low Addressed

3.3.2 [M-2] Permanent FEAST Lock in FeastLaunchWindow::settle()

settle() is the only call that creates the platform trading pool, and it is allowed only for one 
hour after the auction ends. If it does not succeed in that hour, the pool is never created 
and the launch window keeps 60% of the FEAST supply with no market.
    When FEAST is currency1, a small amount of WBNB raised makes the clearing price 
too large for the pool to store, and settle() reverts (line 230). An auction with no bids would 
still open the pool. A bid of 1 wei blocks that path and causes the same revert. The lock 
also follows if nobody calls settle() during the hour.

Remediation When net is below the representable floor, treat the round as no 
participation and refund the dust. Keep settle() available after the hour, so a missed call 
cannot lock the supply.

https://github.com/alanmagpie/feast-contracts/commit/176a3c969516d9177aee3ee2afe6c3345d12c15e


TARGET CATEGORY IMPACT LIKELIHOOD STATUS

FeastPlatformSink.sol Business Logic High Low Mitigated

3.3.3 [M-3] START Display with Descent Curve Kept outside the Pricing Band

The lot is priced on its descending curve only while offered <= held < 2 * offered. Outside 
the band, priceQ128() returns START (line 311) but anchor/anchoredAt are not reset and 
the descent clock keeps running. When the balance re-enters the band (via a transfer in, 
or via take() reducing it from above), the already-decayed curve applies immediately. An 
attacker can wait for the curve to decay, then clear the inventory far below START — with 
nearly no cost if the balance can be pushed below offered first (e.g. deflationary token) 
and 1 wei transferred back in.

Remediation Reset the descent when the balance leaves the band, so a later return 
starts a new curve instead of the one that ran while the quote showed START.

https://github.com/alanmagpie/feast-contracts/commit/b33dae1366b6fa93186bfa293986478574c4068b


TARGET CATEGORY IMPACT LIKELIHOOD STATUS

FeastHook.sol Business Logic Medium Medium Addressed

3.3.4 [M-4] Permanent Referrer Binding of an Unbound Bundler

Referrers are stored at _referrerOf[tx.origin] with lifetime binding and no way to clear or 
replace the entry. Under ERC-4337, tx.origin is the bundler (a public address). While a 
bundler is unbound, any swap it submits can carry abi.encode(attacker, bundler) as 
hookData; the equality holds and the bundler becomes permanently bound to the 
attacker (line 567). All later trades that bundler relays — on every pool, for every account 
— credit the referrer fee to the attacker.

Remediation Remove the automatic bind from the 64-byte hookData; instead add a 
function to change _referrerOf[msg.sender], so a referrer can only be set explicitly 
through that function.

https://github.com/alanmagpie/feast-contracts/commit/66a14020a633e2070b743b163d99e9aed9c6e988


TARGET CATEGORY IMPACT LIKELIHOOD STATUS

FeastHook.sol Business Logic Low Low Acknowledged

3.3.5 [L-1] Anti-bot Cap Bypass via Multiple Wallets

During the first 2 blocks after opening, the buy cap is accumulated per tx.origin (EOA 
identity). The attacker ( or bot ) only needs multiple independent wallets, each consuming 
its own cap, to bypass the 0.5%-per-wallet anti-bot limit, weakening opening fairness.

Remediation Improve the anti-bot mechanism. For example, charge a higher fee on 
earlier purchases, so splitting a buy across several wallets is less profitable.

Response By Team It has been accepted by the team. 



TARGET CATEGORY IMPACT LIKELIHOOD STATUS

FeastOracle.sol Business Logic Medium Low Addressed

3.3.6 [L-2] Silent TWAP Window Shortening in FeastOracle::consult()

consult() silently shrinks effective to age when the pool's observation history is shorter 
than the requested window (only guaranteed not to fall below MIN_OBSERVATION_AGE 
= 300s). This leads to a mismatch between the window the caller expects and the window 
actually used, with no way to notice (the function neither reverts nor returns the actual 
window). This directly weakens manipulation resistance: the shorter the window, the faster 
the average follows price manipulation — an attacker only needs to keep the price 
deviated for a short while to drag the average anchor.

Remediation Revert when the price history is shorter than the requested window.

https://github.com/alanmagpie/feast-contracts/commit/754b52a5248faa41da00ae30ce3b5805885bfac0


TARGET CATEGORY IMPACT LIKELIHOOD STATUS

Multiple Contracts Security Medium Low Acknowledged

3.3.7 [L-3] Potential Risks Associated with Centralization

The Feast protocol relies on multiple privileged accounts that possess extensive control 
over critical operations, introducing notable centralization risks. These accounts, 
assigned distinct roles, can unilaterally influence the protocol's functionality and integrity. 
Below are key examples of privileged functions and their associated roles:

- Guardian Role: Can pause trading and outflows for the whole system (≤72h at a 
time, ≤168h lifetime), and permanently stop creation of new coins.

- Grants Role: Can fill an empty grant slot once within 90 days; filled addresses 
cannot be replaced.

- Emissions Role: Can set the value-cap ratio for later weeks (5%–20%), redirect 
up to 50% of a later week's emissions to an arbitrary escrow, and replace the 
pricer used by later settlements.

This concentration of power in privileged accounts creates a dependency on their 
security and trustworthiness.

Remediation To mitigate the identified issue, it is recommended to introduce multi-sig 
mechanism to undertake the role of the privileged accounts. Moreover, it is advisable to 
implement timelocks to govern all modifications to the privileged operations.

Response By Team This issue has been acknowledged by the team.



TARGET CATEGORY IMPACT LIKELIHOOD STATUS

FeastPricer.sol Business Logic Medium Low Mitigated

3.3.8 [L-4] Potential Emissions Capture through a Shallow Pool Pinned in 
FeastPricer

A shallow pool pinned in FeastPricer is easy to manipulate, inflating the quote price. 
_vouch() accepts spot whenever it is within 300 ticks of the pool's own TWAP; on a thin 
pool the spot can be pushed up and held ~600 seconds until the TWAP catches up, so 
priceQ128() still returns `Ok`. settle() then values that quote's fees in WBNB at the 
inflated spot, capturing extra emissions.

Remediation Every pool configured in FeastPricer must have sufficient depth and trading 
activity so the TWAP price cannot be pulled up.

https://github.com/alanmagpie/feast-contracts/commit/baaa402f77caf5eab85cf356b2176179b912c760


4 Appendix

AstraSec is a premier blockchain security firm dedicated to delivering high-quality 
auditing services for blockchain-based protocols. Composed of veteran security 
researchers with extensive experience across the DeFi landscape, our team maintains an 
unwavering commitment to excellence and precision. AstraSec’s comprehensive 
methodology and deep understanding of blockchain architecture enable us to ensure 
protocol resilience, making us a trusted partner for our clients.

The content of this audit report is for informational purposes only and does not constitute 
legal, financial, or investment advice. The findings, views, and conclusions presented 
herein are based on the code and documentation provided at the specific time of the 
audit and may be subject to risks and uncertainties not detected during the assessment.

While AstraSec exerts every effort to ensure the accuracy and completeness of this 
report, the information is provided on an "as is" basis. We assume no responsibility for 
any errors, omissions, or inaccuracies. Users should conduct their own independent due 
diligence and consult with professional advisors before making any investment or 
deployment decisions. AstraSec shall not be held liable for any direct or indirect losses, 
damages, or consequences arising from reliance on this report.

4.1 About AstraSec

4.2 Disclaimer

4.3 Contact

Phone +86 156 0639 2692

Email contact@astrasec.ai

Twitter https://x.com/AstraSecAI


